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* NOTICES * 

JPO and INPiT are not responsible for any 
damages caused by the use of this translation. 

1This document has been translated by computer. So the translation may not reflect 
the original precisely. 

2.**** shows the word which can not be translated. 
3.ln the drawings, any words are not translated. 



CLAIMS 



[Claim(s)] 

[Claim 1]Electronic account settlement method comprising: 

A store server connected with a user terminal via a channel. 

A step to which it is the electronic account settlement method which performs 

electronic banking using a settling server connected with said user terminal and said 

store server via a channel, and said store server receives an article or an order 

demand of service transmitted from said user terminal. 

A step at which said store server transmits a request of settlement processing about 
said order demand to said settling server as the 1st settlement request. 
A step for which a request of settlement processing about an order which said settling 
server got mixed up with reception of said 1st settlement request, and performed said 
order demand from said user terminal is received as the 2nd settlement request, A 
settlement processing step which performs settlement processing when it will 
compare the contents of said 1st settlement request, and the contents of said 2nd 
settlement request if said settling server receives said 1st settlement request and 
said 2nd settlement request, and there is no mismatching. 

[Claim 2] Said settlement processing step is provided with a cooperation 
settlement-of-accounts step which cooperates with a financial institution host 
machine managed by financial institution, and processes the settlement request 
concerned, Electronic account settlement method in the claim 1 term case, wherein 
said settling server is provided with a settlement result transmission step which 
transmits said settlement processing result to a user terminal and a store server 
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directly or indirectly following this cooperation settlement-of-accounts step. 
[Claim 3] The electronic account settlement method according to claim 1 or 2, wherein 
said settlement processing step is provided with a settlement-of-accounts abortive 
step which makes the settlement processing concerned abortive when an order 
content or the amount of money of said order demand is inharmonious. 
[Claim 4]Electronic account settlement method comprising: 

A step at which it has a user terminal mutually connected with a channel, a store 
server, and a settling server, said settling server is further connected with a financial 
institution host machine, and said user terminal sends an article or an order demand of 
service to said store server using said channel according to a users operation. 
A step which will send the 1st settlement request to said settling server if said store 
server receives said order demand, A step which sends a payment processing demand 
to said user terminal, and a step which said user terminal receives said payment 
processing demand, and sends the 2nd settlement request to said settling server, If 
said settling server receives said 1st settlement request and said 2nd settlement 
request, A settlement processing step which performs settlement processing with 
said financial institution host machine when the contents of said 1st settlement 
request and the contents of said 2nd settlement request are compared and there is 
no mismatching, A step at which the settling server concerned sends a result of said 
settlement processing to said user terminal, a step which will send a settlement 
processing result to said store server from said user terminal if said user terminal 
receives said settlement processing result, and a step from which said store server 
receives said settlement processing result. 

[Claim 5]Electronic account settlement method comprising: 

A step at which it has a user terminal mutually connected with a channel, a store 
server, and a settling server, this settling server is connected with a financial 
institution host machine, and said user terminal sends an article or an order demand of 
service to said store server using said channel according to said users operation. 
A step which will send the 1st settlement request to said settling server if said store 
server receives said order demand, A step which transmits a payment processing 
demand to said user terminal, and a step which said user terminal receives said 
payment processing demand, and sends the 2nd settlement request to said settling 
server, If said settling server receives said 1st settlement request and said 2nd 
settlement request, A settlement processing step which performs settlement 
processing with said financial institution host machine when the contents of said 1st 
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settlement request and the contents of said 2nd settlement request are compared 
and there is no mismatching, A step at which said settling server sends a result of said 
settlement processing to said store server, A step from which said store server 
receives said settlement processing result, a step at which said settling server sends 
a result of said settlement processing to said user terminal, and a step from which 
said user terminal receives said settlement processing result. 

[Claim 6]Electronic account settlement method comprising: 

A step at which it has a user terminal mutually connected with a channel, a store 
server, and a settling server, this settling server is connected with a financial 
institution host machine, and said user terminal sends an article or an order demand of 
service to said store server using said channel according to a users operation. 
A step which will send the 1st settlement request to said settling server if said store 
server receives said order demand, A step which transmits a payment processing 
demand to said user terminal, and a step at which said user terminal receives said 
payment processing demand, and transmits the 2nd settlement request to said 
settling server, If said settling server receives said 1st settlement request and said 
2nd settlement request, A settlement processing step which performs settlement 
processing with said financial institution host machine when the contents of said 1st 
settlement request and the contents of said 2nd settlement request are compared 
and there is no mismatching, Said settling server a step which sends a result of said 
settlement processing to said user terminal, a step from which said user terminal 
receives said settlement processing result, and said store server, A step to which a 
step which asks said settling server a result of said settlement processing, and said 
settling server which received said inquiry return a result of said settlement 
processing to said store server, and a step from which said store server receives a 
result of said settlement processing. 

[Claim 7]Exchange a key for performing an attestation child's generation and 
verification beforehand with said store server and said settling server, and said 
settling server, Generate an attestation child to said settlement processing result 
using a key for said attestation child generation, make it contain in said settlement 
processing result sent to said user terminal, and said user terminal, Receive said 
settlement processing result, include said attestation child in a settlement processing 
result sent to said store server, and said store server, The electronic account 
settlement method according to claim 4 characterized by attesting said settlement 
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processing result using a key said attestation child who receives said settlement 
processing result and is contained in said settlement processing result, and for said 
attestation child verification. 

[Claim 8] The electronic account settlement method according to claim 4 or 7 
characterized by performing mutual attestation with said settling server and said store 
server in transmission and reception of said 1st settlement request with a 
correspondence procedure in which said attestation is possible using a 
correspondence procedure which can be attested to communication between said 
store server and said settling server. 

[Claim 9] In transmission and reception of said 1 st settlement request, and 
transmission and reception of said settlement processing result using a 
correspondence procedure which can be attested to communication between said 
store server and said settling server, The electronic account settlement method 
according to claim 5 or 6 characterized by performing mutual attestation with said 
settling server and said store server with a correspondence procedure in which said 
attestation is possible. 

[Claim 10]Decide with said user and said settling server on a key for performing an 
attestation child's generation and verification beforehand, and a users identifier which 
identifies said user, and said user terminal, Generate an attestation child to said 2nd 
settlement request using a key for said attestation child generation, include said 
attestation child and said users identifier in said 2nd settlement request, and said 
settling server, From said user's identifier contained in said 2nd settlement request, in 
said settlement processing step, specify a key for said attestation child verification, 
and with a key for said attestation child verification with said attestation child. 
Electronic account settlement method of any 1 statement of claims 4 thru/or 9 
performing attestation of said user and said 2nd settlement request. 
[Claim 1 1]Exchange a key for performing an attestation child's generation and 
verification beforehand with said user and said settling server, and said settling server, 
Generate an attestation child to a result of said settlement processing using a key for 
said attestation child generation, make it contain in a result of said settlement 
processing, and said user terminal, Electronic account settlement method of any 1 
statement of claims 4 thru/or 10 characterized by performing attestation of said 
settling server and said settlement processing result in a step which receives said 
settlement processing result with a key an attestation child to a result of said 
settlement processing, and for said attestation child verification. 

[Claim 12]In transmission and reception as a result of said 2nd settlement request and 
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said settlement processing using a correspondence procedure which can be attested 
to communication between said user terminal and said settling server, Electronic 
account settlement method of any 1 statement of claims 4 thru/or 9 characterized by 
performing mutual attestation with said user and a settling server with a 
correspondence procedure in which said attestation is possible. 

[Claim 13]Decide on a users identifier and user confidential information between said 
user and said settling server beforehand, and to said 2nd settlement request including 
said users identifier and said user confidential information said settling server, 
Electronic account settlement method of any 1 statement of claims 4 thru/or 9 
characterized by attesting a user by said users identifier and said user confidential 
information in said settlement processing step. 

[Claim 14]Electronic account settlement method of any 1 statement of claims 6 
thru/or 13, wherein it includes user account information required for settlement 
processing in said 2nd settlement request and said settling server performs 
settlement processing using said user account information. 

[Claim 1 5]The electronic account settlement method according to claim 1 0, 1 2, or 1 3 
when user account information required for settlement processing is held with said 
settling server, and said user authentication is successful, wherein said settling server 
performs settlement processing by said held user account information. 
[Claim 16]If it is connected with a user terminal and a settling server with a channel 
and an order demand is received from said user terminal, A means to send the 1st 
settlement request including information about said order content and the settlement 
request amount of money to said settling server, A store server provided with a 
means to send a payment processing demand which includes information about said 
order content and said settlement request amount of money in said user terminal, and 
a means to receive a settlement processing result returned from said user terminal. 
[Claim 17]If it is connected with a user terminal and a settling server with a channel 
and an order demand is received from said user terminal, A means to send the 1st 
settlement request including information about said order content and the settlement 
request amount of money to said settling server, A store server containing a means to 
send a payment processing demand which furthermore includes information about said 
order content and said settlement request amount of money in said user terminal, and 
a means to receive a settlement processing result returned from said settling server. 
[Claim 18]If it is connected with a user terminal and a settling server with a channel 
and an order demand is received from said user terminal, A means to send the 1st 
settlement request including information about said order content and the settlement 
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request amount of money to said settling server, A means to send a payment 
processing demand which furthermore includes information about said order content 
and said settlement request amount of money in said user terminal, A store server 
containing a means to ask said settling server a result of said 1st settlement request, 
and a means to receive a settlement processing result returned from said settling 
server. 

[Claim 1 9]With an attestation child of said settling server to a settlement processing 
result which exchanges a key for performing an attestation child's generation and 
verification beforehand with said settling server, and is included in said settlement 
processing result, and a key for said attestation child verification. The store server 
according to claim 16 performing attestation of said settling server and said 
settlement processing result. 

[Claim 20]In transmission and reception of said 1st settlement request, and 
transmission and reception of said settlement processing result using a 
correspondence procedure which can be attested to communication between said 
settling servers, A store server of any 1 statement of claims 16 thru/or 18 
characterized by performing mutual attestation with said settling server and said store 
server with a correspondence procedure in which said attestation is possible. 
[Claim 21]A settling server comprising: 

A means for it to be connected with a user terminal and a store server with a channel, 
to be further connected with a financial institution host machine, and to receive the 
1st settlement request from said store. 

A means to receive the 2nd settlement request from said user terminal. 
A means by which said financial institution host machine performs settlement 
processing when the contents of settlement of accounts in said 1st settlement 
request and said 2nd settlement request are compared and there is no mismatching. 
A means to send a result of said settlement processing to said user terminal. 

[Claim 22]A settling server comprising: 

A means for it to be connected with a user terminal and a store server with a channel, 
to be further connected with a financial institution host machine, and to receive the 
1st settlement request from said store. 

A means to receive the 2nd settlement request from said user terminal. 
A means by which said financial institution host machine performs settlement 
processing when the contents of settlement of accounts in said 1st settlement 
request and said 2nd settlement request are compared and there is no mismatching. 
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A means to send a result of said settlement processing to said user terminal, and a 
means to send said settlement processing result to said store server further. 

[Claim 23]A settling server comprising: 

A means for it to be connected with a user terminal and a store server with a channel, 
to be further connected with a financial institution host machine, and to receive the 
1 st settlement request from said store. 

A means to receive the 2nd settlement request from said user terminal. 
A means by which said financial institution host machine performs settlement 
processing when the contents of settlement of accounts in said 1st settlement 
request and said 2nd settlement request are compared and there is no mismatching. 
A means to send a result of said settlement processing to said user terminal, and a 
means to return said settlement processing result to said store server if an inquiry as 
a result of said 1st settlement request is received from said store server. 

[Claim 24]The settling server according to claim 21 exchanging a key for performing 
an attestation child's generation and verification beforehand with said store server, 
generating an attestation child of said settling server to said settlement processing 
result using a key for said attestation child generation, and including in a result of said 
settlement processing. 

[Claim 25] The settling server according to claim 21 or 24 characterized by attesting 
said store server in transmission and reception of said 1st settlement request with a 
correspondence procedure in which said attestation is possible using a 
correspondence procedure which can be attested to communication with said store 
server. 

[Claim 26]The settling server according to claim 22 or 23 characterized by attesting 
said store server with a correspondence procedure in which said attestation is 
possible in transmission and reception of said 1st settlement request, and 
transmission and reception of said settlement processing result using a 
correspondence procedure which can be attested to communication with said store 
server. 

[Claim 27]In [ decide on a key for performing an attestation child's generation and 
verification beforehand with said user, and a users identifier which identifies said user, 
and ] said settlement processing function, A settling server of any 1 statement of 
claims 21 thru/or 26 performing attestation of a user and a settlement request with a 
key for said attestation child verification with an attestation child who specifies a key 
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for said attestation child verification from said user's identifier contained in said 2nd 
settlement request, and is contained in said 2nd settlement request. 
[Claim 28]A settling server of any 1 statement of claims 21 thru/or 27 exchanging a 
key for performing an attestation child's generation and verification beforehand with 
said user, generating an attestation child to a result of said settlement processing 
using a key for said attestation child generation, and including in a result of said 
settlement processing. 

[Claim 2 9] In transmission and reception as a result of said 2nd settlement request and 
said settlement processing using a correspondence procedure which can be attested 
to communication between said user terminal and said settling server, A settling 
server of any 1 statement of claims 21 thru/or 28 characterized by performing mutual 
attestation with said settling server and said user with a correspondence procedure in 
which said attestation is possible. 

[Claim 30]In [ decide on a users identifier and user confidential information between 
said user and said settling server beforehand, and ] said settlement processing 
function, A settling server of any 1 statement of claims 21 thru/or 29 attesting a user 
by said users identifier contained in said 2nd settlement request, and said user 
confidential information. 

[Claim 31 ]A settling server of any 1 statement of claims 21 thru/or 30 characterized 
by performing said settlement processing function using user account information 
required for settlement processing included in said 2nd settlement request. 
[Claim 32]The settling server according to claim 27, 29, or 30 performing settlement 
processing with said settlement processing function using said user account 
information which held user account information required for settlement processing 
when it succeeded in maintenance punishment and said user authentication 
beforehand. 

[Claim 33]An electronic clearing system comprising: 

A means by which it has a user terminal mutually connected with a channel, a store 
server, and a settling server, said settling server is further connected with a financial 
institution host machine, and a user sends an article or an order demand of service to 
said store server using said user terminal and said channel. 

A means to send the 1 st settlement request to said settling server if said store server 
receives said order demand, A means to send a payment processing demand to said 
user terminal furthermore, and a means by which said user terminal receives said 
payment processing demand, and sends the 2nd settlement request to said settling 
server, If said settling server receives said 1st settlement request and said 2nd 
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settlement request, A settlement processing means which performs settlement 
processing with said financial institution host machine when the contents of said 1st 
settlement request and the contents of said 2nd settlement request are compared 
and there is no mismatching, A means to send a result of said settlement processing 
to said user terminal, a means to send a settlement processing result to said store 
server from said user terminal if said user terminal receives said settlement 
processing result, and a means by which said store server receives said settlement 
processing result. 

[Claim 34]An electronic clearing system comprising: 

A means by which it has a user terminal mutually connected with a channel, a store 
server, and a settling server, said settling server is further connected with a financial 
institution host machine, and a user sends an article or an order demand of service to 
said store server using said user terminal and said channel. 

A means to send the 1 st settlement request to said settling server if said store server 
receives said order demand, A means to transmit a payment processing demand to 
said user terminal furthermore, and a means by which said user terminal receives said 
payment processing demand, and sends the 2nd settlement request to said settling 
server, If said settling server receives said 1st settlement request and said 2nd 
settlement request, A settlement processing means which performs settlement 
processing with said financial institution host machine when the contents of said 1st 
settlement request and the contents of said 2nd settlement request are compared 
and there is no mismatching, A means by which said settling server furthermore sends 
a result of said settlement processing to said store server, a means by which said 
store server receives said settlement processing result, a means by which said 
settling server sends a result of said settlement processing to said user terminal 
further, and a means by which said user terminal receives said settlement processing 
result. 

[Claim 35]An electronic clearing system comprising: 

A means by which it has a user terminal mutually connected with a channel, a store 
server, and a settling server, said settling server is further connected with a financial 
institution host machine, and a user sends an article or an order demand of service to 
said store server using said user terminal and said channel. 

A means to send the 1 st settlement request to said settling server if said store server 
receives said order demand, A means to transmit a payment processing demand to 
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said user terminal furthermore, and a means by which said user terminal receives said 
payment processing demand, and transmits the 2nd settlement request to said 
settling server, If said settling server receives said 1st settlement request and said 
2nd settlement request, A settlement processing means which performs settlement 
processing with said financial institution host machine when the contents of said 1st 
settlement request and the contents of said 2nd settlement request are compared 
and there is no mismatching, A means to send a result of said settlement processing 
to said user terminal furthermore, a means by which said user terminal receives said 
settlement processing result, and said store server, A means by which a means to ask 
said settling server a result of said settlement processing, and said settling server 
which received said inquiry return a result of said settlement processing to said store 
server, and a means by which said store server receives a result of said settlement 
processing. 

[Claim 36]Exchange a key for performing an attestation child's generation and 
verification beforehand with said store server and said settling server, and said 
settling server, Generate an attestation child to said settlement processing result 
using a key for said attestation child generation, make it contain in said settlement 
processing result sent to said user terminal, and said user terminal, Receive said 
settlement processing result, include said attestation child in a settlement processing 
result sent to said store server, and said store server, The electronic clearing system 
according to claim 33 characterized by attesting said settlement processing result 
using a key said attestation child who receives said settlement processing result and 
is contained in said settlement processing result, and for said attestation child 
verification. 

[Claim 37]In transmission and reception of said 1st settlement request using a 
correspondence procedure which can be attested to communication between said 
store server and said settling server, The electronic clearing system according to 
claim 33 or 36 characterized by performing mutual attestation with said settling server 
and said store server with a correspondence procedure in which said attestation is 
possible. 

[Claim 38]In transmission and reception of said 1st settlement request, and 
transmission and reception of said settlement processing result using a 
correspondence procedure which can be attested to communication between said 
store server and said settling server, Claim 34 characterized by performing mutual 
attestation with said settling server and said store server with a correspondence 
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procedure in which said attestation is possible, or an electronic clearing system given 
[ any 1 ] in 35. 

[Claim 39]Decide with said user and said settling server on a key for performing an 
attestation child's generation and verification beforehand, and a users identifier which 
identifies said user, and said user terminal, Generate an attestation child to said 2nd 
settlement request using a key for said attestation child generation, include said 
attestation child and said user's identifier in said 2nd settlement request, and said 
settling server, From said users identifier contained in said 2nd settlement request, in 
said settlement processing means, specify a key for said attestation child verification, 
and with a key for said attestation child verification with said attestation child. An 
electronic clearing system of any 1 statement of claims 33 thru/or 38 performing 
attestation of said user and said 2nd settlement request. 
[Claim 40]Exchange a key for performing an attestation child's generation and 
verification beforehand with said user and said settling server, and said settling server, 
Generate an attestation child to a result of said settlement processing using a key for 
said attestation child generation, make it contain in a result of said settlement 
processing, and said user terminal, An electronic clearing system of any 1 statement 
of claims 33 thru/or 39 characterized by performing attestation of said settling server 
and said settlement processing result in a means to receive said settlement 
processing result, with a key an attestation child to a result of said settlement 
processing, and for said attestation child verification. 

[Claim 41]In transmission and reception as a result of said 2nd settlement request and 
said settlement processing using a correspondence procedure which can be attested 
to communication between said user terminal and said settling server, An electronic 
clearing system of any 1 statement of claims 33 thru/or 38 characterized by 
performing mutual attestation with said user and a settling server with a 
correspondence procedure in which said attestation is possible. 

[Claim 42]Decide on a users identifier and user confidential information between said 
user and said settling server beforehand, and to said 2nd settlement request including 
said users identifier and said user confidential information said settling server. An 
electronic clearing system of any 1 statement of claims 33 thru/or 38 characterized 
by attesting a user by said users identifier and said user confidential information in 
said settlement processing means. 

[Claim 43]An electronic clearing system of any 1 statement of claims 33 thru/or 42, 
wherein it includes user account information required for settlement processing in 
said 2nd settlement request and said settling server performs settlement processing 
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using said user account information. 

[Claim 44]The electronic clearing system according to claim 39, 41, or 42 when user 
account information required for settlement processing is held with said settling 
server, and said user authentication is successful, wherein said settling server 
performs settlement processing by said held user account information. 
[Claim 45]A recording medium which recorded a store server program which performs 
the contents of processing of a store server of any 1 of said claims 16 thru/or 19 
using an information processor. 

[Claim 46]A transmission medium which transmits a store server program which 
performs the contents of processing of a store server of any 1 of said claims 1 6 
thru/or 20 using an information processor via a channel. 

[Claim 47]A recording medium which recorded a settlement-of-accounts server 
program which performs the contents of processing of any 1 settling server of said 
claims 21 thru/or 32 using an information processor. 

[Claim 48]A transmission medium which transmits a settlement-of-accounts server 
program which performs the contents of processing of said claim 21 thru/or claim 32 
any 1 settling server using an information processor. 

[Claim 49]A storage which memorized a program for electronic banking for performing 
electronic banking using a store server characterized by comprising the following 
connected with a user terminal and this user terminal via a channel, and a settling 
server connected with said user terminal and said store server via a channel. 
The 1st reception command that makes a settlement request of the order concerned 
receive as the 1st settlement request when said program for electronic banking has 
an order to said store from a user who is a holder of said user terminal as instructions 
which operate said settling server. 

The 2nd reception command that makes a settlement request of said order receive 
from said user terminal. 

Settlement request collation instructions which make the contents of said 1st 
settlement request, and the contents of said 2nd settlement request compare 
according to reception with said 1st settlement request and said 2nd settlement 
request. 

Settlement processing instructions which perform the settlement processing 
concerned when there is no mismatching in the contents of said 1st and 2nd 
settlement requests according to these settlement request collation instructions. 

[Claim 50]A storage which memorized a program for electronic banking for performing 
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electronic banking using a store server characterized by comprising the following 
connected with a user terminal and this user terminal via a channel, and a settling 
server connected with said user terminal and said store server via a channel. 
Instructions to which said settling server is made to transmit as the 1st settlement 
request with an identification number which identifies order content concerned and 
the order concerned, and a user when said program for electronic banking receives an 
order from a user of said user terminal as instructions which operate said store server. 
Instructions which make said order content transmit to said user terminal as a 
payment processing demand. 

Instructions which make a result of said settlement of accounts receive with an 
identification number which discriminates said order and a user from said settling 
server or said user terminal. 

[Claim 51] A storage which memorized a program for electronic banking for performing 
electronic banking using a store server characterized by comprising the following 
connected with a user terminal and this user terminal via a channel, and a settling 
server connected with said user terminal and said store server via a channel. 
A payment request instruction reception command which makes an identification 
number which discriminates order content concerned concerned and the order 
concerned, and a user from said store server which received an order from a user of 
the user terminal concerned as instructions to which said program for electronic 
banking operates said user terminal receive as payment request instructions. 
2nd settlement request transmission commands that makes the 2nd settlement 
request for requiring settlement of the payment request concerned of said settling 
server according to reception of this payment request instruction reception command 
transmit to said settling server with an identification number of said order and a user. 
A settlement result reception command which makes a settlement result of the order 
content concerned receive from a settling server which operates according to these 
2nd settlement request transmission commands. 
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[Detailed Description of the Invention] 
[0001] 

[Field of the Invention] This invention relates to the electronic account settlement 
method and the electronic clearing system which perform settlement of the article 
which received the order from the user, or the price to service via a network. 
[0002] 

[Description of the Prior Art] The block diagram of the conventional electronic clearing 
system which settles the article which received the order from the user, or the price 
to service is shown in drawing 14 using networks, such as the Internet. The user who 
is a buyer sends an order demand to a sellers store server 41 using the user terminal 
42 and the channel 45. The store server 41 which received this transmits a demand of 
user account information, such as a users credit card number and a bank account 
number, to the user terminal 42. A user sends the above-mentioned user account 
information to the store server 41 using the user terminal 42. 
[0003] The store server 41 sends out the settlement request based on the 
above-mentioned user account information to the settling server 43 through the 
channel 44. The settling server 43 processes this settlement request by cooperation 
with a financial institution host machine, and returns that settlement processing result 
to the store server 41 . In the store server 41 , the above-mentioned settlement 
processing result is returned to the user terminal 42 through the channel 45. 
[0004] The purchase of goods or service can be settled by composition shown in this 
drawing 14, without using cash. 
[0005] 

[Problem(s) to be Solved by the Invention]However, when accounts was settled by 
the information flow which the above-mentioned conventional example depends, it 
was exposed of user account information, such as a user's credit card number and a 
bank account number, to the store server by the side of a seller, and there was 
inconvenience that there was a danger of being abused for the seller side. Since a 
settlement amount goes to a financial institution only from the seller side, there is a 
danger that the amount of money will be altered. 

[0006] In order to prevent this, there are protocols, such as SET and SECE. It is 
possible for encryption of user account information, electronic signature grant to a 
settlement amount, etc. to be performed, and to avoid the above-mentioned danger in 
these protocols. However, in order to perform encryption and generation of an 
electronic signature, it is necessary to prepare the program and electronic certificate 
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for encryption or signature generating for the user side, and in order to prepare it, the 

burden and expense burden of work will be forced upon a user. 

[0007] 

[Objects of the Invention]Then, the purpose of this invention eases encryption, the 
program for signature generating, the burden by the side of the user who prepares an 
electronic certificate, and the burden of hardware resources, Moreover, user account 
information, such as a user's credit card number and a bank account number, can be 
kept secret from the seller side, and it is in a user providing intelligible electronic 
account settlement method about safety. 
[0008] 

[Means for Solving the Problem]Then, a store server connected with a user terminal 
via a channel in this invention, It is the electronic account settlement method which 
performs electronic banking using a settling server connected with said user terminal 
and said store server via a channel, It has a step to which a store server receives an 
article or an order demand of service transmitted from said user terminal, and a step 
at which a store server transmits a request of settlement processing about said order 
demand to said settling server as the 1 st settlement request. Then, a step for which a 
request of settlement processing about an order which a settling server got mixed up 
with reception of said 1st settlement request, and performed said order demand from 
said user terminal is received as the 2nd settlement request, Composition that a 
settling server was provided with a settlement processing step which will perform 
settlement processing when the contents of said 1st settlement request and the 
contents of said 2nd settlement request are compared and there is no mismatching if 
said 1 st settlement request and said 2nd settlement request are received is taken. It 
is going to attain the purpose which this mentioned above. 

[0009] In this invention, if an application of a commercial transaction is made in a user 
and a store, a settlement request will be performed from both sides of a store server 
and a user server to a settling server. That is, a settling server receives the 1st 
settlement request from a store server, and receives the 2nd settlement request from 
a user terminal. If the 1st settlement request and said 2nd settlement request are 
received, a settling server compares the contents of said 1st settlement request, and 
the contents of said 2nd settlement request, and when there is no mismatching, it will 
perform settlement processing (settlement processing step). For this reason, 
settlement processing becomes abortive when a settlement request of both a store 
and a user is not in agreement. Since personal information of a user required for 
settlement of accounts can be settled by comparison of an order content and the 
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amount of money even if transmitted only from a user terminal, a user's personal 
information does not reveal it to a store. 

[0010] According to a desirable embodiment, various composition can be taken about 
transfer of a settlement result. A settlement request is advanced by the 1st 
electronic account settlement method from both sides of a store server and a user 
terminal to a settling server, and user account information is included only in a 
settlement request from a user terminal by it. A settlement processing result by a 
settling server is returned to a store server via a user terminal. A user gives an order 
demand to a store server using a user terminal, and, more specifically, in response, a 
store server advances a settlement request to both sides of a settling server and a 
user terminal. A user receives a settlement request using a user terminal, and sends a 
settlement request including user account information, such as his credit card number 
and a bank account number, to a settling server. A settling server does not have a 
difference in a request content from both sides, or settlement processing is 
performed after a check, a settlement processing result is returned to a user terminal, 
and a user terminal returns a settlement processing result to a store server. 
[001 1]The 2nd electronic account settlement method and electronic clearing system 
advance a settlement request from both sides of a store server and a user terminal to 
a settling server like the 1st electronic account settlement method, and user account 
information is included only in a settlement request from a user terminal. A different 
point from the 1st electronic account settlement method is a point of returning a 
settlement processing result by a settling server to a user terminal and both sides of a 
store server directly from a settling server. 

[0012]The 3rd electronic account settlement method and electronic clearing system 
advance a settlement request from both sides of a store server and a user terminal to 
a settling server like the 1st electronic account settlement method, and user account 
information is included only in a settlement request from a user terminal. A settling 
server which a settlement processing result according [ a different point from the 1st 
electronic account settlement method ] to a settling server was returned to a user 
terminal from a settling server, and a store server asked a settling server a settlement 
processing result separately, and received the inquiry is a point which notifies a 
settlement processing result to a store server. 
[0013] 

[Embodiment of the Invention] Next, the electronic account settlement method of this 
invention and the embodiment of an electronic clearing system are described in detail 
with reference to drawings. 
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[0014]When <1st embodiment^ drawing 1 is referred to, a 1st embodiment of the 
electronic account settlement method of this invention comprises the following: 
Store server 1 1 . 
User terminal 12. 
Settling server 13. 

The channel 14 which connects the settling server 13 and the store server 1 1, the 
channel 1 5 which connects the user terminal 1 2 to the store server 1 1 , the channel 1 6 
which connects the settling server 13 to the user terminal 12, and the financial 
institution host machine 1 7 connected to the settling server 13. 

[0015]The channel 14, the channel 15, and the channels 16 may be general-purpose 
networks, such as the Internet, and may be communication lines for exclusive use etc. 
You may be a channel with which the channel 14 and the channel 15 differ from the 
channel 1 6, and may be the same channels, such as the Internet, altogether. Each is 
good also as a mobile radio communication network and a complex communications 
network by the Internet etc. 

[0016]The store server 1 1 is used by a product, the vender of service, or its proxy, 
and is constituted by information processors, such as a workstation server. The store 
server 1 1 may be a server for single stores, and may be a common server for two or 
more stores. The store server 1 1 is provided with the function to receive the order 
demand from a user terminal, via the channel 15. When an order demand is received, it 
has the function to send the 1st settlement request to a settling server via the 
channel 14, and the function to send a payment processing demand to a user terminal 
via the channel 15. It has the function to receive a settlement processing result from 
a user terminal via the channel 15. It can also be constituted from two or more 
information processors that it performs the function to receive an order demand, and 
a settlement request and the function, as for which a result acquires with a separate 
information processor although the store server 1 1 may comprise a single information 
processor etc. 

[001 7] A settlement request here refers to a recognition check (the credit check in 
the case of credit settlement, and the balance confirmation of bank settlement of 
accounts) and payment collection of an article or the price to service. It can also think 
including revocation of approval, refund, etc. widely. 

[0018]The user terminals 12 are information processors, such as a personal computer, 
a personal digital assistant, an information home appliance. A function required for the 
user terminal 12 to the 1st The store server 1 1 and the settling server 13, an order 
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demand, and a settlement request The settlement result display function which 
displays the settlement processing result from the contents and the settling server 13 
of a settlement request from the store server 1 1 on the communication function 
which transmits and receives a settlement processing result, and the 2nd for a users 
check, It is an inputting function for 3rd inputting user account information, such as an 
order content, a credit card number, and a bank account number. If the 
communications network 15 and the communications network 15 are the Internet, it is 
the function which could realize these functions with a personal computer and 
browser software, and it has as standard in many personal digital assistants and 
information home appliances. 

[001 9] When the user terminals 12 are a personal computer, a personal digital 
assistant, and an information home appliance, an order can be placed using each 
apparatus. That is, an order can be transmitted to a store server by operating the user 
terminal 1 2. If a personal digital assistant is used, it can also use for the payment for 
the purchase of the article in a actual store, offer of service, etc. In this case, a user 
can be realized by telling a store about the number of a personal digital assistant, etc., 
or forming the apparatus which can transmit and receive a personal digital assistant 
and data in the register of a store, etc. A store server transmits a payment processing 
demand to the user terminal concerned. 

[0020]The settling server 13 is used by settl e m ent-of-ac cou nts entrepreneurs, such 
as a credit card company and a bank, or the proxy of those, and is constituted by 
information processors, such as a workstation server. The settling server is provided 
with the function to receive the 1st settlement request from the store server 1 1 via 
the channel 14, and the function to receive the 2nd settlement request from the user 
terminal 12 via the channel 15. A user individual's user account information receives a 
credit card number, a bank account number, etc. required for settlement of accounts 
by the 2nd settlement request from the user terminal 12. From both to a settlement 
request, the settling server 13 recognizes the settlement request from both to be a 
thing to the same order by this identification information including the same 
identification information that specifies an order. 

[0021 ]The settling server 13 performs settlement processing based on the 1st 
settlement request and 2nd settlement request. This is performed by exchanging 
separately the information about the financial institution host machine 17 and 
settlement processing which were connected via a financial network etc. The settling 
server 13 is provided with the function which transmits the result of settlement 
processing to the user terminal 12 connected via the channel 16. As for constituting 
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from two or more information processors, although the settling server 13 may 
comprise a single information processor, it is also possible for a separate information 
processor to perform a communication portion with the store server 11, a 
communication portion with the user terminal 12, and a communications processing 
portion with a financial institution host machine etc. 

[0022]Next, the typical example of operation in a 1st embodiment of this invention is 
explained with reference to drawing 2 thru/or drawing 6 . Here, the channel 1 5 and the 
channel 16 presuppose that it is the Internet, and use the user terminal 12 as the 
terminal equipment which has a browser function of the Internet. Processing of 
drawing 2 and drawing 3 is continuing in the numerals Aa, Ab, and Ac. 
[0023]First, in order to receive the order demand from the user terminal 12 via the 
Internet (channel 15), a screen which is illustrated to the store server 1 1 at drawing 4 
is prepared for the store server 1 1 . Using the user terminal 1 1 , the user who is a buyer 
connects with the store server 1 1 via the Internet (channel 15), displays a screen 
which is illustrated to drawing 4 , and chooses or inputs the name of goods to order, a 
bar code, and the number. Furthermore, information, including a receivers address, a 
name, a contact, etc., is inputted. A user sends an order demand to the store server 
1 1 by operating the order execution button of a screen as shows input sushi and 
drawing 4 necessary information ( drawing 2 step A1). This is realizable by methods, 
such as POST of an HTTP protocol. Information, including the name of the goods 
which the user inputted, a bar code, the number, a receivers address, a name, a 
contact, etc., shall be included in an order demand here. 

[0024]The store server 1 1 receives the above-mentioned order demand by CGI script 
etc. (Step A2). A store server assigns the identification number for specifying an order 
here. If required, processing required for merchandise management, such as 
reservation of stock, and processing required for shipping products will be performed. 
[0025]Subsequently, the store server 1 1 sends the 1st settlement request to the 
settling server 13 via the channel 14 (step A3). The 1st settlement request contains 
the above-mentioned identification number for specifying an order. Information, 
including a trade name, a unit price, the number, etc., is included as an order content. 
The Hash value (value compressed on the other hand with the tropism function) of an 
order content may be sufficient as this. If the channel 14 is the Internet, transmission 
of this 1st settlement request is realizable by methods, such as POST of an HTTP 
protocol. 

[0026]The settling server 13 receives the 1st above-mentioned settlement request 
(step A4). This is realizable by CGI script etc., if the channel 14 is the Internet. The 
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settling server 13 which received the 1st settlement request holds this demand inside. 
If required, the settling server 13 which received the 1st settlement request will 
return the response (response) of demand reception to the store server 1 1 (step A5), 
and the store server 1 1 will receive this (Step A6). 

[0027]Although the store server was assigning the identification number which 
specifies an order in the explanation so far, when the settling server 13 receives the 
1st settlement request, the method of assigning the identification number which 
specifies an order and notifying to a store server as a response of demand reception 
may be sufficient as the settling server 13. 

[0028]Subsequently, the store server 1 1 transmits a payment processing demand to 
the user terminal 12 (Step A7). This is realizable by sending as a response of the order 
demand sent by methods, such as POST of an HTTP protocol. Information, including a 
trade name, a unit price, the number, etc., is included in this payment processing 
demand as the above-mentioned identification number for specifying an order, and an 
order content. 

[0029]The user terminal 12 receives a payment processing demand from the store 
server 1 1 as a response of an order demand (Step A8), and transmits this to the 
settling server 13 (step A9). Even if this uses the function of an HTTP protocol of 
redirection, it is realizable, or a screen is returned as a payment processing demand 
and also making a payment processing demand transmit to the settling server 13 can 
be realized by making a user click the button on the screen. 

[0030] The settling server 13 receives the transmitted payment processing demand 
(Step A 10), and returns a display and input screen of the 2nd settlement request to 
the user terminal 13 based on this (Step A1 1). A display and input screen of this 2nd 
settlement request are illustrated to drawing 5 . A trade name, a bar code, a unit price, 
the number, the total amount, etc. which were ordered can be displayed on this screen. 
The identification number which specifies an order is also included. The entry column 
of user account information and a settlement-of-accounts execution button are 
included. Although the input column of a credit card number is illustrated as an 
example at the time of a credit card transaction in drawing 5 , in bank settlement of 
accounts, it becomes input columns, such as an account number and a password. 
[0031] The user terminal 12 receives a display and input screen of the 2nd settlement 
request from the settling server 13 (Step A12 of drawing 3 ), and displays this (Step 
A13). 

[0032]Although the payment processing demand was transmitted to the settling 
server 13 by explanation of Step A13 from the above-mentioned step A9 and the 
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practice which prepares a display and input screen of the 2nd settlement request with 
the settling server 13 was explained, There is also a way the store server 1 1 sends a 
payment processing demand to the user terminal 12 as a display and an input screen 
of the 2nd settlement request at Step A7. The store server 1 1 starts the special 
software by the side of the user terminal 12 at Step A7, and there is also a way the 
special software prepares a display and input screen of the 2nd settlement request. 
Step A12 becomes unnecessary from step A9 in these cases. 
[0033]A user checks an order content in a display and input screen of this 2nd 
settlement request, and if correct, he will write down necessary information in entry 
columns, such as a credit card number, an account number, a password, as user 
account information (Step A 14). 

[0034]If a user inputs user account information and clicks a settlement-of-accounts 
execution button, the 2nd settlement request will be sent to the settling server 13 via 
the channel 16 (Step A 15). This is realizable by methods, such as POST of an HTTP 
protocol. User account information, such as the name of the goods which the user 
ordered, a bar code, the number, an identification number that specifies an order and a 
credit card number which the user inputted, an account number, a password, is 
included in the 2nd settlement request here. 

[0035]The settling server 13 receives the 2nd above-mentioned settlement request 
by CGI script etc. (Step A16). 

[0036]The settling server 13 which received the 2nd settlement request compares the 
contents of the demand with the 1st settlement request received previously (Step 
A17). When there are two or more orders simultaneously, although the settling server 
13 will hold two or more 1st settlement requests, it can specify the 1st corresponding 
settlement request with the identification number which specifies an order. 
Processing of collation compares whether there is any difference in the kind of goods, 
the number, the amount of money, etc. by the 1st settlement request and 2nd 
settlement request. Thereby, a store or a user alters an order content and can 
prevent performing an unjust order or settlement of accounts. 
[0037]When mismatching, such as abnormalities, is not detected by the 
above-mentioned collation, the settling server 13 performs settlement processing 
(Step A18). Based on user account information included in the 1st settlement request, 
such as a user's credit card number and an account number, this, Settlement 
processing is performed and it can realize by exchanging separately the information 
about the financial institution host machine 17 and settlement processing which were 
connected via a financial network etc. The account information (bank account number 
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etc.) by the side of the seller who receives a price may be received from the store 
server 1 1 by the 1 st settlement request, and may be beforehand held with the settling 
server 13. 

[0038]After settlement processing finishes, the settling server 13 transmits a 
settlement processing result to the user terminal 12 (Step A19). This is realizable by 
returning a HTML screen as a response of the 2nd settlement request sent by 
methods, such as POST of an HTTP protocol. 

[0039]The user terminal 12 receives and (Step A20) displays this settlement 
processing result screen (Step A21). The example of this screen is shown in drawing 6 . 
A user checks the result of settlement processing here, and if the button in which a 
user sends a settlement processing result to a store server is further clicked 
according to directions of a screen, he will transmit a settlement processing result to 
a store server (Step A22). This is realizable by methods, such as POST of an HTTP 
protocol. The store server 1 1 receives the settlement processing result sent from the 
user terminal 12 (Step A23), and performs required processing of shipping products 
etc. 

[0040]Although a user checks a settlement processing result on the screen illustrated 
by drawing 6 returned at Step A19 from the settling server 13 and the example to 
which a settlement processing result returns to the store server 1 1 by a users button 
grabbing explains in the above-mentioned explanation, Transmitting directly the 
settlement processing result returned to the user terminal 12 from the settling server 
13 to the store server 1 1 with the function of an HTTP protocol of redirection as 
other practices, a user also has a method of checking a settlement processing result 
on the screen of the response from the store server 1 1. 

[004 1 ] Accord i ng to a 1st above-mentioned embodiment, a settlement processing 
result is returned to the store server 1 1 via the user terminal 12. Therefore, although 
a malicious user may forge a settlement processing result and may perform injustice, 
it is detectable by the following methods etc. 

[0042] First, the key for the store server 1 1 and the settling server 13 to perform an 
attestation child's generation and verification beforehand is exchanged. An attestation 
child here refers to MAC using a secret key cryptosystem (symmetrical key code), the 
digital signature using public key encryption, etc. 

[0043]The settling server 13 generates the attestation child to a settlement 
processing result using the key for the above-mentioned attestation child generation, 
and is made to contain him in said settlement processing result sent to the user 
terminal 12. The user terminal 13 receives the settlement processing result from the 
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settling server 13, and includes the aforementioned attestation child in the settlement 
processing result sent to the store server 11. The store server 1 1 receives the 
aforementioned settlement processing result, and attests a settlement processing 
result using the key for attestation child verification beforehand exchanged with the 
attestation child contained there. Unless the user can know the key which had the key 
exchanged between the store server 1 1 and the settling server 13, it is impossible to 
forge an attestation child and forgery of a settlement processing result can be 
detected. 

[0044] Next, again with reference to drawing 1 , the composition of an electronic 
clearing system is explained again. The electronic clearing system shown in drawing 1 
takes the next composition from a point of the function with which each terminal and 
a server are provided. That is, the electronic clearing system is provided with the user 
terminal 12 mutually connected with the channels 14, 15, and 16, the store server 11, 
and the settling server 13. And the settling server 13 is connected with the financial 
institution host machine 17. 

[0045]A user terminal is provided with the following. 

A means 1 2A to send an article or the order demand of service to said store server 1 1 
using the channel 15 according to a users operation. 

A means 12B to receive the payment processing demand from the store server 11, 
and to send the 2nd settlement request to the settling server 13. 

[0046]The store server 1 1 is provided with the following. 

A means 1 1 A to send the 1st settlement request to the settling server 13 when an 
order demand is received. 

A means 1 1B to send a payment processing demand to a user terminal. 

[0047] If said 1st settlement request and said 2nd settlement request are received, 
said settling server compared the contents of said 1st settlement request, and the 
contents of said 2nd settlement request, and when there is no mismatching, it is 
provided with the settlement processing means 13A which performs settlement 
processing with said financial institution host machine. 

[0048]And a settling server is provided with a means 13B to send the result of said 
settlement processing to said user terminal 12, in a 1st embodiment, When the user 
terminal 12 received said settlement processing result, it was provided with a means 
12C to send a settlement processing result to said store server from the user terminal 
12, and the store server 1 1 is provided with a means 1 1C to receive said settlement 
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processing result. Processing shown in drawing 2 and drawing 3 is performed by this 
composition. 

[0049] <A 2nd embodiment^ next a 2nd embodiment of this invention are described in 
detail with reference to drawings. A 2nd embodiment of this invention differs from a 
1st embodiment in that the method of returning a settlement processing result to the 
store server 21 returns to the store server 21 from the settling server 23 directly 
rather than that returns to the store server 21 via the user terminal 22 from the 
settling server 23. 

[0050] Drawing 7 is a block diagram showing the example of composition of a 2nd 
embodiment. The composition of the store server 21 in a 2nd embodiment, the user 
terminal 22, the settling server 23, the channel 24 or the channel 26, and the financial 
institution host machine 27 and each required function are the same except for a 1st 
embodiment and the following point. It is having a function the settling server 23 
sending a settlement processing result to the store server 21 via the channel 24, and 
a function the store server 21 receiving a settlement processing result from the 
settling server 23 via the channel 24. 

[0051] Next, operation of a 2nd embodiment is explained with reference to drawing 8 
and drawing 9 . In the example shown in drawing 8 and drawing 9 , processing is 
continuing by the numerals Ba, Bb, and Be, respectively. The channel 25 and the 
channel 26 presuppose that it is the Internet, and use the user terminal 22 as the 
terminal equipment which has a browser function of the Internet also here. Drawing 8 
until a settling server performs settlement processing, and Step B1 to the step B18 of 
drawing 9 is the same as Step A1 to that [ B18 ] of a 1st embodiment. 
[0052]After settlement processing (Step B18) finishes, the settling server 23 returns 
a settlement processing result to the store server 21 first (Step B19). This is 
realizable if methods, such as POST of an HTTP protocol, are used. Or it is realizable 
also when the settling server 23 takes out an E-mail to the store server 21. 
[0053]The store server 21 receives the above-mentioned settlement processing 
result (Step B20), if needed, if settlement of accounts is accepted, it will process 
shipping products to an order, etc., and if settlement of accounts is not accepted, it 
processes a stop, reclaim, etc. of settlement of accounts. This is realizable by the CGI 
script in the store server 21, etc. 

[0054]When it is with methods, such as POST of an HTTP protocol, in the 
above-mentioned step 19, the store server 1 1 which received the settlement 
processing result sends that it has received as a response to the settling server 23 
(Step B21), and the settling server 23 receives this (Step B22). However, when an 
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E-mail is used in Step 19, Step B21 and Step 22 are unnecessary. 

[0055] Subsequently, the settling server 23 transmits a settlement processing result 

to the user terminal 22 (Step B23). This is realizable by returning a HTML screen as a 

response of the 2nd settlement request sent by methods, such as POST of an HTTP 

protocol. The user terminal 22 receives and (Step B24) displays this screen (Step 

B25). 

[0056]In this 2nd embodiment, it is different at the point which a settling server is 
provided with a means 23C to send the result of said settlement processing to said 
store server, as compared with the composition shown in drawing 1 , and is provided 
with a means 21 D by which a store server receives said settlement processing result. 
It does not have the means shown with the numerals 11C and 12C of drawing 1 . 
[0057]<A 3rd embodiments next a 3rd embodiment of this invention are described in 
detail with reference to drawings. The method of returning a settlement processing 
result does not return a 3rd embodiment of this invention to the store server 31 from 
the settling server 33 via the user terminal 32 to the store server 31 , The store server 
31 asks the settling server 33 a settlement processing result, and the settling server 
33 which received this differs from a 1st embodiment in that a settlement processing 
result is returned to the store server 31. 

[0058]Drawing 10 is a block diagram showing the example of composition of a 3rd 
embodiment of this invention. The composition of the store server 31 in a 3rd 
embodiment, the user terminal 32, the settling server 33, the channel 34 or the 
channel 36, and the financial institution host machine 27 and each required function 
are the same except for a 1st embodiment and the following point. The function in 
which, as for it, the store server 31 sends an inquiry demand of a settlement 
processing result to the settling server 33 via the channel 34, The settling server 33 is 
having the function holding a settlement processing result, receiving the inquiry 
demand from the store server 31, and returning the demanded settlement processing 
result to the store server 31. 

[0059] Next, operation of a 3rd embodiment is explained with reference to drawing 1 1 
and drawing 12. In the example shown in drawing 1 1 and drawing 12, processing is 
continuing with the numerals Ca, Cb, and Cc, respectively. The channel 35 and the 
channel 36 presuppose that it is the Internet, and use the user terminal 32 as the 
terminal equipment which has a browser function of the Internet also here. 
[0060]Drawing 1 1 until a settling server performs settlement processing, and Step C1 
to the step C18 of drawing 12 is the same as Step A1 to that [ CI 8 ] of a 1st 
embodiment. 
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[0061] After settlement processing (Step C18) finishes, the settling server 23 
transmits a settlement processing result to the user terminal 32 (Step C19). This is 
realizable by returning a HTML screen as a response of the 2nd settlement request 
sent by methods, such as POST of an HTTP protocol. The user terminal 32 receives 
and (Step C20) displays this screen (Step C21). The settling server 33 shall hold a 
settlement processing result as fixed time and a history. 

[0062]On the other hand, the store server 31 asks the settling server 33 a settlement 
processing result (Step C22). What is necessary is just to perform it at the fixed time 
lapse back, the day which received the order, scheduled time of the next day, etc., 
after this performs a settlement request. It is realizable if methods, such as POST of 
an HTTP protocol, are used. 

[0063]The settling server 33 receives the inquiry from the store server 31 (Step C23). 
This is realizable by CGI script etc. And the history currently held is searched and the 
result of the asked settlement request is searched (Step C24). This search holds as a 
history the identification number which specifies the order included in the 1st 
settlement request with a settlement processing result, includes that identification 
number in the inquiry demand from the store server 11, and should just search a 
history for that identification number to a key. 

[0064]The settling server 33 replies the searched settlement processing result to the 
store server 31 (Step C25). The store server 31 receives a settlement processing 
result as a response from the settling server 33 (Step C25), if needed, if settlement of 
accounts is accepted, it will process shipping products to an order, etc., and if 
settlement of accounts is not accepted, it processes a stop, reclaim, etc. of 
settlement of accounts. 

[0065]If drawing 10 is referred to again, unlike the composition shown in drawing 1 , the 
store server 31 is provided with a means 31 E to ask said settling server the result of 
said settlement processing, in a 3rd embodiment. And the settling server 33 is 
provided with a means 33D to return the result of said settlement processing to a 
store server. The store server 31 is provided with a means 31 F to receive the result 
of said settlement processing. 

[0066]<Common matter of each embodiment drawing 13 is a block diagram showing 
the example of general composition of the store servers 1 1, 21, and 31, the settling 
servers 13, 23, and 33, and the information processors 50A, SOB, and 50C that operate 
as the user terminals 12, 22, and 32. GPU51 which executes the program whose 
information processor constitutes an operating system from an example shown in 
drawing 1 , and other programs, The hard disk (auxiliary storage unit) 53 which 
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remembered the data etc. which the program, other programs, and each program for 
operating systems use to be RAM52 used as the main memory of this CPU51, It has 
the disk drive which drives the storages 54A, such as CD-ROM. CPU stores in a hard 
disk etc. the program read by the disk drive 54, and reads and performs program data 
according to a users operation. The information processor 50A is provided with the 
following. 

The input parts 55, such as a keyboard. 
The indicators 56, such as a display. 

[0067]The information processors 50A execution of the program for electronic 
banking for driving a settling server will operate it as a settling server shown in 
drawing 1 etc. If similarly the information processor B executes the program for 
electronic banking for driving a sales server, the information processor B will function 
as a sales server. The same may be said of a user terminal. 
[0068]The program for electronic banking which operates this settling server is 
provided with the following. 

The 1st reception command that makes the settlement request of the order 
concerned receive as the 1st settlement request when there is an order to said store 
from the user who is a holder of a user terminal (it corresponds to step A5). 
The 2nd reception command that makes the settlement request of an order receive 
from said user terminal (it corresponds to Step A 16). 

Settlement request collation instructions which make the contents of said 1st 
settlement request, and the contents of said 2nd settlement request compare 
according to reception with the 1st settlement request and said 2nd settlement 
request (it corresponds to Step A1 7). 

Settlement processing instructions which perform the settlement processing 
concerned when there is no mismatching in the contents of said 1st and 2nd 
settlement requests according to these settlement request collation instructions (it 
corresponds to Step A 18). 

[006 9] If the information processor 50A executes the program for electronic banking 
for these settling servers, it will perform processing which functions as a settling 
server shown in drawing 1 etc., and is shown in drawing 2 , drawing 3 , etc. 
[0070]The program for electronic banking which operates a store server is provided 
with the following. 

Instructions to which said settling server is made to transmit as the 1st settlement 
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request with the identification number which identifies the order content concerned 
and the order concerned, and a user when an order is received from the user of a user 
terminal (it corresponds to step A3). 

Instructions which make an order content transmit to said user terminal as a payment 
processing demand (it corresponds to Step A7). 

Instructions which make the result of said settlement of accounts receive with the 
identification number which discriminates said order and a user from a settling server 
or said user terminal (it corresponds to Step A23, B20, and C26 grade). 

[0071]The information processor's 50C execution of the program for electronic 
banking for operating a user terminal will operate this information processor 50C as a 
user terminal. The program for electronic banking for operating this user terminal is 
provided with the following. 

The payment request instruction reception command which makes the identification 
number which discriminates the order content concerned concerned and the order 
concerned, and a user from said store server which received the order from the user 
of the user terminal receive as payment request instructions (it corresponds to Step 
A8). 

2nd settlement request transmission commands that makes the 2nd settlement 
request for requiring settlement of the payment request concerned of said settling 
server according to reception of this payment request instruction reception command 
transmit to said settling server with the identification number of said order and a user 
(it corresponds to Step A15). 

The settlement result reception command which makes the settlement result of the 
order content concerned receive from the settling server which operates according to 
these 2nd settlement request transmission commands (it corresponds to Step A20). 

[0072]Various techniques can be taken in order to introduce each program to each 
information processor. The program for settling servers is stored in the storage 54A, 
and it may be made to introduce into an information processor via the disk drive 54 in 
the example shown in drawing 13. It may download from storages, such as a hard disk 
managed by the website (WWW server) which can download a program. When 
generating a html page dynamically using scripts, such as cgi, it may be made to 
transmit the program for electronic banking for user terminals one by one towards a 
user terminal from a settling server. 

[0073]In a 1st embodiment, the settling server 13 is able to attest the store server 1 1 
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by using for communication between the store server 1 1 and the settling server 13 
the correspondence procedure in which the above attestation is possible. That is, in 
transmission and reception of the 1st settlement request, by using the 
correspondence procedure which can be attested, it can check that the settling 
server 1 3 is the regular settlement request sent from the regular store server 1 1 , and 
can check that the store server 1 1 has sent the settlement request to the regular 
settling server 13. The correspondence procedure in which attestation here is 
possible is performing the method of communicating using a dedicated line, and SSL 
communication using an electronic certificate etc. 

[Q074]Although this is the same also in a 2nd embodiment, in a 2nd embodiment, it is 
using the correspondence procedure which can further be attested by communication 
between the store server 21 and the settling server 23, and the mutual attestation 
with the store server 21 and the settling server 23 is possible in transmission and 
reception of a settlement processing result. That is, it can check that the store server 
21 is the regular settlement processing result returned from the regular settling 
server 23, and can check that the settling server 23 has sent the settlement 
processing result to the regular store server 21. 

[0075]This is the same as a 2nd embodiment also in a 3rd embodiment, and it can 
check further that the settling server 33 has received the inquiry demand of the 
settlement processing result from the regular store server 31 in a 3rd embodiment. 
[0076]In a 1st embodiment, user authentication in a settling server and settling server 
attestation in a user terminal can be performed by the following methods. One method 
decides on the key for a user and the settling server 13 to perform an attestation 
child's generation and verification beforehand and the users identifier which identifies 
a user first. With an attestation child here, MAC using a secret key cryptosystem 
(symmetrical key code), the digital signature using public key encryption, etc. are 
pointed out. 

[0077]When the user terminal 12 sends the settlement request of the 2nd settlement 
request to the settling server 13, it generates the attestation child to the 2nd 
settlement request using the key for the aforementioned attestation child generation, 
and includes this attestation child and the aforementioned users identifier in the 2nd 
settlement request. 

[0078] In settlement processing (Step A18), the settling server 13 specifies the key for 
attestation child verification from the users identifier contained in the 2nd settlement 
request, and performs attestation of a user and a settlement request by the 
attestation child to this key and the 2nd aforementioned settlement request. Thereby, 
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the settling server 1 3 can verify that it is a regular settlement request by a regular 
user. On the contrary, the settling server 13 includes the attestation child to a 
settlement processing result in the settlement processing result returned to the user 
terminal 12. The user terminal 12 performs attestation of the settling server 13 and a 
settlement processing result by the attestation child to the aforementioned 
settlement processing result in the reception of a settlement processing result. 
Thereby, the user terminal 12 can verify that it is a regular settlement processing 
result by the regular settling server 13. 

[0079]It is between the user terminal 12 and the settling server 13 beforehand, and it 
is necessary to renew the key used for an attestation child's generation, and 
verification in the method of using the above-mentioned attestation child. What is 
necessary is to download the software from the settling server 13 beforehand, and 
just to enable it to install it in the user terminal 12 in an attestation child's generation, 
although software for exclusive use may be needed. This software is started by the 
payment processing demand from the store server 1 1 like the WARETTO software in 
SET, What is necessary is to generate and settle an attestation child, to send the 2nd 
settlement request to the settling server 13, to receive the settlement processing 
result from the settling server 13, and just to verify the attestation child as a result of 
the settlement request included there. 

[0080]There are also a settling server and a method of using for communication 
between the user terminal 12 and the settling server 13 the correspondence 
procedure in which the above attestation is possible as an option which performs 
mutual recognition between users. That is, what is necessary is just to perform mutual 
attestation with the user terminal 12 and the settling server 13 in transmission and 
reception of the 2nd settlement request and a settlement processing result with the 
correspondence procedure which can be attested. 

[0081 ]The user authentication in a settling server is realizable also by using ID and a 
password, that is, this — beforehand — between a user and a settling server — a 
users identifier — the password which is user confidential information is decided to 
be ID, and ID and a password are included in the 2nd settlement request. The settling 
server 13 should just attest a user with ID and a password in settlement processing 
(Step A18). 

[0082]The example of the above mentioned settling server and three authentication 
methods between user terminals is feasible also in the 2nd embodiment and 3rd 
embodiment. 

[0083]In a 1st embodiment, user account information, such as a credit card number of 
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a user required for settlement processing, an account number, a password, Although it 
may be made to contain in the 2nd settlement request, if the user authentication by 
the settling server 13 is possible, it is also possible to hold a users credit card number, 
an account number, etc. with the settling server 13 as mentioned above. That is, the 
identifier which identifies a user is included in the 2nd settlement request, and after 
the settling server 13 performs user authentication, if it succeeds in attestation, it 
searches a credit card number, an account number, etc. which held the users 
identifier to the key, and should just perform settlement processing. This is the same 
also in the 2nd embodiment or 3rd embodiment. 

[0084] According to the 1st thru/or a 3rd embodiment, the following effects are done 
so as mentioned above. The 1st effect is being able to keep a users credit number 
and account number secret from the store side. The reason is for sending confidential 
information, such as a user's credit number and an account number, to a settling 
server directly from a user. The 2nd effect is that a user or a store cannot forge the 
contents of settlement of accounts. The reason is because it is able for a settling 
server to receive a settlement request from a user and the both sides of a store, and 
to compare both contents of settlement of accounts. The 3rd effect has attestation 
of a user and the both sides of a store possible for a settling server. The reason is 
because the settling server is able to attest by receiving a settlement request a user 
and the both sides of a store, and directly. The 4th effect eases the burden for 
preparing the encryption by the side of a user, the program for signature generating, 
and an electronic certificate. The reason is for simple consisting of a function etc. 
which generate an attestation child and ending with this method, also when the 
exclusive program or electronic certificate by the side of a user are not necessarily 
needed but you need them. 
[0085] 

[Effect of the Invention]Since this invention is constituted as mentioned above and 
functions, according to this, a settling server, When the 1st settlement request is 
received from a store server, and the 2nd settlement request is received from a user 
terminal, then the contents of said 1st settlement request and the contents of said 
2nd settlement request are compared and there is no mismatching, in order to 
perform settlement processing, When the settlement request of both a store and a 
user is not in agreement. By making settlement processing abortive, can prevent the 
inaccurate settlement request by forgery, mistake, etc., and the personal information 
of a user required for settlement of accounts, Since accounts can be settled by 
comparison of an order content and the amount of money even if transmitted only 



31 



Publication JP 2001-344550 



from a user terminal, The outstanding electronic account settlement method which is 
not in the former of it being said that a processing burden, such as giving encryption 
to various kinds of numbers which a users personal information does not reveal to a 
store, therefore are used for a user s settlement of accounts, can be eased can be 
provided. 
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[Brief Description of the Drawings] 

[Drawing 1] It is a block diagram showing a 1st embodiment of this invention. 
[Drawing 2] It is a sequence diagram showing the preceding paragraph of operation of a 
1 st embodiment of this invention. 

[Drawing 3] It is a sequence diagram showing the latter part of operation of a 1st 
embodiment of this invention. 

[Drawing 4] It is an explanatory view showing the example of the screen displayed 
when the user terminal shown in drawing 1 orders, 

[Drawing 5] It is an explanatory view showing the example of the screen displayed 
when a payment processing demand is made by the user terminal shown in drawing 1 , 
[Drawing 8] It is an explanatory view showing the example of the screen for 
transmitting a settlement result to a store server from the user terminal shown in 
drawing 1 . 

[Drawing 7] It is a block diagram showing a 2nd embodiment of this invention. 
[Drawing 8] It is a sequence diagram showing the preceding paragraph of operation of a 
2nd embodiment of this invention. 

[Drawing 9] It is a sequence diagram showing the latter part of operation of a 2nd 
embodiment of this invention. 

[Drawing 10] It is a block diagram showing a 3rd embodiment of this invention. 
[Drawing 1 1] It is a sequence diagram showing the preceding paragraph of operation of 
a 3rd embodiment of this invention. 

[Drawing 12] It is a sequence diagram showing the latter part of operation of a 3rd 
embodiment of this invention. 
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[Drawing 13] It is a block diagram showing the composition of the hardware resources 
common to each embodiment of this invention. 

[Drawing 14] It is a block diagram showing the conventional electronic clearing system. 
[Description of Notations] 

1 1 Store server 

12 User terminal 

13 Settling server 

14 Channel 

15 Channel 

16 Channel 

17 Financial institution host machine 

21 Store server 

22 User terminal 

23 Settling server 

24 Channel 

25 Channel 

26 Channel 

27 Financial institution host machine 

31 Store server 

32 User terminal 

33 Settling server 

34 Channel 

35 Channel 

36 Channel 

37 Financial institution host machine 
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